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Preface

Thankyou for purchasing FinalCode forMultif unction Devices.

FinalCode for Multifunction Devices is a Digital Rights Management Software. Digital Rights

Management (DRM) is a systematicapproach to copyright protection fordigitalmedia and
documents.

This guide describes an outline of the features as well as the basicoperations of FinalCode
for Multifunction Devices. Bef ore using this product, definitelyread this guide. After reading
this guide, be sureto keep it handy for quickreferencein case you forget howto perform
operations or if you get confused.

This guide assumes that you have basicknowledge of the operatingenvironments of your
computer and network,and know how to operate your computer anddevice. For basic
information on the environmentsof your computer and network, and how to operate your
computer and device, refer to the guides provided with your computer, OS, network system
and device.
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1 FinalCode for Multifunction

Devices



1.1
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Introduction

This documentis the User Guide for FinalCode for Multifunction Devices, version 1.1.

[t describes how to configure anduse the FinalCode for Multifunction Devices interface and
the associated modules.

FinalCode for Multifunction Devices is a Digital Rights Management Software. Digital Rights
Management (DRM) is a systematicapproach to copyright protection fordigitalmedia and
documents. DRM prevents unauthorised distribution of digitalmediaand restrict the way
end uses can copy or leak sensitive information.

FinalCode for Multifunction Devices enables user to scanand send documents through email

to recipient from FXMFD’s. FinalCode for Multifunction Devices encrypts files with various
permissions and usage restrictionsavailable fromthe MFD.

Therecipients would receive the documents in an encrypted format, viewable only to
recipients who havethe necessary client to view these encrypted files (. fcl). In order to view
the encrypted files FinalCode Client must be installed in yoursystem. For more information
on how to install FinalCode Client, please refer to FinalCode Client Installation.
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Important

This section describes key points that are to be noted while using the FinalCode for
MultifunctionDevices.

— If anyunauthorized user (that is other than recipients) tries to access the encrypted
file, then the file will be deleted.

— Filesent through FinalCode For Multifunction Devices will be deleted fromthe
system based on the encryption polices set to it. For example, if you limit viewable
period for the user to five times, then on sixth view the file will be deleted from the
system.

— Youareadvisableto send the encrypted files to the recipients outside of your

organization.If youare sending anencrypted file withinthe organization, then the
recipient should bea licensed user in FinalCode Client under that organization.

1.2 Using FinalCode for
Multifunction Devices User
Interface on MFD

This section describes the initial setups to access the user interface of FinalCodefor
Multifunction Devices application on MFD.
1. OntheServices Home page of the MFD, touch the FinalCode for MFD shortcut button.

To begin, select a Service.

FinalCode for MFD

<

:Requlres Login

Figure 1: MFD home screen
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The FinalCode for Multifunction Devices user interface is displayed as follows:

Access List
Authorised access list File Name
Enter email address ? tal

Secure Message [optional]

Displayed when file is opened, not in email

Figure 2: Access list screen

Theuser Interface displayed on MFD is made up of the followingtabs:

— Access List Tab

Access Limit Tab

Permissions Tab

Scan Settings Tab
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Access List Tab

Inthe Access Listscreen, you can add therecipient list to whomthe encrypted file must be
sentto.

Authenticated User - User who has unlocked the MFD (Custom Login,Remote Loginand
Local Login) using personal user credentials to accessthe application.

Unauthenticated User— User who can access the application on MFD during device
unlocked state or in No Login mode

If any unauthenticated user logs on to MFD, the following screen is displayedand you need
to manually enter the email address:

Access List

Authorised access list File Name

Enter email address

Secure Message [optional]

Displayed when file is opened, not in email

Figure 3: Access list screen
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If any authenticated user logs on to MFD, the following screenis displayed, auto populating
logged in users email address:

— If userlogs onto MFD using localloginor custom login, then the email address
associated to thelogged on user is auto populated.

— Ifthereis no email address associated to the authenticated userlogged in through
local login or custom login, then the email address is not auto populated.

Access List

Authorised access list File Name

Enter email address

jhonnny@gmail.com

Secure Message [optional]

Displayed when file is opened, not in email

Figure 4: Access list screen



Authorised Access List

Providethe email address of the recipient to whomthe file must be sent.
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— Youwill not be able to proceed with scan unless at least one email ID has been set

asrecipient.

— Youareallowed to inputa maximum of 50 email addresses.

— Toadd multiple email address, click on icon.

— Todelete emailaddressfromthelist,clickon icon.

— Tosearch anylocalemail address saved on the device, provide a key word and click

on icon.

— Toedit email address, select the email address, make the necessary changes and

clickon icon.

10

Access List Access Limit Permissions Scan Settings

Authorised access list

File Name

Enter email address

To add recipients

firstname.lastname@compan...

=i %
o] 2

Secure Message [optional]

To search email address

firstname.lastname@compan...

firstname.lastname@compan...

firstname.lastname@compan...

Displayed when file is opened, not in email

&&=

Figure 5: Options in Access list screen

To delete email address
from the Isit
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File Name

Provide file name for the document that is to be scanned.

N )
Filenameis mandatory to proceed withthe scan operation.

Secure Message

Provide any message that user wants to display to therecipient when thefile is opened.

Access Limit Tab

The Access Limitscreen allowsyou to set limitationswith respect to date, time, viewable
period and number of timesthefile opens.

M ficcess i

Set limit

No Limit

Figure 6: Acess limit screen

11
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Set Limit

RSC, Fuji Xerox Asia Pacific Pte Ltd
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a. Select No Limit from the drop down list to allow recipient to view the document any

number of times.

b. Select Limit date andtime range from the drop down list to set a limit on the date

andtimerange during which the file canbe opened.

Set limit

Limit date and time range

Start Date/Time y
Set the date time range during
26/May/2017 8:09 PM which this file can be accessed by
authorised recipients.
End Date/Time
DD/MMM/YYYY hh:mm A =

Figure 7: Limit date and time range screen

12
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1. Clickon iconto setthedateand icon on calendar to set thetime.

Access Limit (

2. Select Limit viewable period from the drop down list to set the viewable period in
day(s) and hour(s) duringwhich this file can be opened by the recipients set.

DD/MMM/YYYY hh:mm A 4

Set limit Su
‘ Limit date and time range 30
7

Start Date/Time i
26/May/2017 8:09 PM E@ 5
End Date/Time 28

15

22

29

Tu

16

23

30

May 2017

We

3
10
17
24

31

Figure 8: Calender and time setting screen

Th

11

18

25

Fr

12

19

26

Set limit

Sa

13

20

27

10
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Limit viewable period

Day(s)

Hour(s)

Figure 9: Limit viewable period

Set the time limit during which this
file can be accessed by

authorised recipients.

1: Minimum of 1 day to maximum of 9999days canbe providedas inputin

Day(s) field.

Hour(s) field.

2: Minimumof 1 hourto maximum of 23 hours canbe provided as inputin

13
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3. Select Limit number of file opensfrom the drop down list to set the number of times
the fileis opened per recipient.

Set limit

Limit number of file opens -

Max number of file opens

Set the maximum limit on the
number of times this file can be
accessed by authorised
recipients.

Figure 10; Limit number of file screen

Input can be provided fora maximumof 9999times.

Permissions Tab

The Permissions screen allows you to set permissions with respect to print, copy, paste, screen
capture and edit for the file being scanned.

M Femissions

= 2 4

Allow Print Allow Copy, Paste, Allow Edit
Screen Capture

Screen Watermark

None

Figure 11: permissions screen

14
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You can allowtherecipient to print the file by selecting this option. After selecting Allow
Print, Print Watermark option will be enabled. UsingScreen Watermark and Print
Watermark options, you can set watermark, whichwillbe applicable when viewing the
document on computer and when printingthe file respectively.

Screen Watermark - A screen watermarks can be appliedwhen securinga file to display on
the screen when arecipient opens the FCL file. Screen watermarks are an effective way to
discourage people fromrecording file content displayed on PC monitorsusingcameras and

otherrecording devices.

Print Watermark - A print watermarks can be applied when securinga file to displayon the
document when arecipient prints the FCL file. The watermark function prints text over every
page of a document. This function is useful for security or content identification.

1: By default, the Print Watermark and Saeen Watermark optionis set to

None.

driver.

2: Allow Print option is disabled by default.
3: If the FinalCode Encrypted document with Print Water is printed through
Fuji Xerox MFD’s, then the user/adminhave to use the device specific print

M pemissions

Print Watermark

=

Allow Copy, Paste,
Screen Capture

4

Allow Edit

Screen Watermark

None

None

Figure 12: Allow print screen

15
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Based on the Screen Watermark selected, relevant watermarkis displayed on the filewhen
opened.ForexampleI have select Filename, date and time watermark from the Screen
Watermarks list,then watermark displayed when this FCLfiles is opened on desktop is shown
below.

Same applies for Print Watermark; based on the Print Watermark selected, relevant
watermarkis displayed on thefile when printed.

Lo % % -Remote Desktop Connection |;|£-

BHIex BT 437 |B
______ R P I £ =
=) o
Filz, Edit Format 8w Help
exare | 20745t

exanne |07t
exare | e, 1<t
exanplel04 1t
exapip 05, 1.t
exanp |0 1t
edamp |07 4at
examp |08, Tt
eanp | ) 03 1
exanp [l 104t

Wi G5 s

||

Figure 13: Print watermark after page is printed

16
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Allow Copy, Paste and Screen Capture

You can allowtherecipient to copy, paste or capture screen in the secure files. By enabling
this Allow Copy, Paste and Screen Capture option, Screen Watermark option will
disappear fromthescreen.

RSC, Fuji Xerox Asia Pacific Pte Ltd
July 28, 2017

Allow Copy, Paste and Screen Capture optionis disabled by default.

e T R

= == V4

Allow Print Allow Copy, Paste, Allow Edit
Screen Capture

Figure 14: Allow copy, paste, screen capture screen

17
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Allow Edit

You can allowtherecipient to save changes in the secured file after opening, if the option is
enabled.

Allow Edit option will be disabled by default

A e

=
=
Allow Print Allow Copy, Paste, Allow Edit

Screen Capture

Screen Watermark

None

Figure 15: Allow edit screen

18
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Scan Settings Tab

TheScan Settingsscreen allowsyou to set scan settings suchas color, resolution andsides.

Color Resolution

‘ Auto - ‘ 200 DPI -
2 Sided

‘ 1 Sided -

Figure 16: Scan settings screen

Color

Using the options provided in the dropdownlist, you can determine the output color of the
scanned document.

Resolution

Using the options provided in drop downlist, you can determine the output resolution of the
scanned document.

2 Sided

Using the options provided in drop downlist, you can configure to scan multiple single-sided
(1 Sided) or double-sided (2 Sided Head to Head and 2 Sided Head to toe) documentsina
batch.

19
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Scanning a Document

1.

ClickScan Document.

2. ClickConfimm to start document scanning with the provided settings.

RSC, Fuji Xerox Asia Pacific Pte Ltd
July 28, 2017

The output file format will only be PDF.

Security Policy

[* Cancel H(@ Confirm

File Name
Name_of_the_file.pdf
Access Limit

Limit date and time range
Start Date
11/03/2017 04:00 AM

End Date
17/03/2017 04:00 AM

Permissions

€9 Allow Print

@ Allow Copy, Paste, Screen
Capture

€3 Allow Edit
Print Watermark
None

Screen Watermark
None

20

Figure 17: Security policy screen
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After successful completion of scan, screen is displayed as follows:

— Timetakento completethe scan job depends on the properties set to the file and
number of pages being scanned. If scanning takes more time to complete, you can
click Continue to proceed with anotheroperation.

10

Scan is completed }

Note: This process may take some time and will continue in the background. You may proceed with further
operations.

n

Figure 18: Scan job status screen
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After successful completion of encryption, screen is displayed as follows:

Encryption is completed J

B

10

Note: This process may take some time and will continue in the background. You may proceed with further
operations.

Figure 19: Encryption cmplete screen

If email is sent successfully to the recipient, screen is displayed as follows:

If any error occurred during file encryption, then the scanned file will be deleted from
system, User is expected to try the operation again.

10

Email was sent successfully with secured file }

Figure 20: Scan job status screen

22
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If thereis any error while performing scan operation, screen is displayed as follows:

— Iftheerrorisrelated to the encryption,then a mailis sent to the email address
configuredunder email settings in FinalCode Client Admin Tool

— Thiserror can be occurred due to other complications such as network related issues,
server related issues or SMTP settings configured in admintool. Inthis case, you can
Close the message and reattempt the operation.

— Ifthiserror occurs scanned file will be deleted from system, User is expected to try
the operation again. If problem persists, try contacting admin.

Error occured while processing your request

Figure 21: Error message screen

23
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2 FinalCode Client Installation

24
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Before FinalCode forMultifunction Devices canbe used, FinalCode client must be installed
onto theuser’s devices (PC, tablets, etc.).

Note: Information regarding FinalCode Client installation and other features
related to FinalCode Client is taken from the FinalCode user guide. For latest
informationon regarding installation and other features related to FinalCode
Client, please refer to FinalCode User Guide.

Toinstall the FinalCode Client:
1. Closeall other applications beforeinstalling FinalCode.
2. Double-clickthe FinalCode installer iconto launch theinstaller.

Downloadclient installer from: http://www.finalcode.com/en/download/

O

il ngtkepet=: v

Figure 22: Finalcode Client application .exe

3. Youwill be presented with a list of languages. Choose a language and click OK to
continue.

= =
4. FinalCode =

FINALCHRDE

Select a language

|English -

Figure 23: Select language screen

25
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4. Nextyou will be presented with the Terms of Usefor FinalCode. Review the terms

carefully.If youagree to theterms,select the “I accept the FinalCode Terms of Use

for the product of choice” checkbox andclickthe Install button.

14 FinalCede Setup [

Heane read and scoept ¢ 1o procesd,

LICENSEE MUST REVIEW AND AGREE TO THE  ~
‘ TERMS OF THIS FC1 END USER LICENSE -

AGHEEMENT [THE "AGREEMENI™) BEFORE
INSTALLING OR OPERATING ANY FCI
SOTTWARL OR OTHER FCI PRODUCT, AS
DEFINED AS THE “PRODUCT" HEREIN BELOW,
BY UNPACKAGING, INSTAILLING OR
OPERATING THE PRODUCT ACCOMPANYING
THIS AGREEMENT, THE LICENSEE SHALL BE
DECMED TO AGREC TO BE BOUND BY THE
TERMS OF THIS AGREEMENT. THIS

L L N e L R

EINAL EL E (J 1 s0cept the FnalCada Tarms of Usa for e product of )
o choce. (A

ot o { rewl ' Cancel

Figure 24: Terms of use for the product screen

5. Theinstallation process will begin.

RSC, Fuji Xerox Asia Pacific Pte Ltd
July 28, 2017

6. Oncetheinstallation process has completed, clickthe Finish button to close the installer.

) Einalcade Setup ; Co] i )

Installation of FinalCode was completed.

y

Pl chck Fnsd 1o complete Tw avlallalion o,

FINALC#OE

[ ]

Figure 25: FinalCode Client setup screen

7. Youwill need to restart your system to use FinalCode. Click the Yes button to restart your

PC.

1 FinalCode Setup 53

changes made to FinalCode to take effect. Cick Yes to

'6 You must restart your system for the configuration
restart now or No if you plan to manualy restart later,

[ Yes | Mo

Figure 26: Notification screen

8. This completes the FinalCode Client installation process.

26
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2.1 FinalCode Client registration

Before using FinalCode, you must performthe user registration through the FinalCode Client.

To register master admin on FinalCode Client using e-mailaddress:

1. Follow theregistration process. Input your e-mailaddress twice (once for confirmation),
and clickthe Next button.

Note
- Note: Master Admin email address should be used in the registration. Master
Admin email address is the same address provided in “Authorised User
Information”screen while installation.

FINALCEIDE
A
FINALCBIDE
User registration
B G PR G ETTIGT (o [0 2. Input one-time password 3.Registration complete

The FinalCode user registration process requires you to provide a valid e-mail address.
To complete user registration, a one-time password will be e-mailed to you.

(*) Use e-mail address

E-mail address

(Canfirm)

() Use an external authentication systam

[Support ID]

Figure 27: User Registration screen

If you require a proxy server to reach the internet, click the Network settings
button in the bottom-left corner and configure the proxy settings.

27



2. Thefirsttimeyou launch the FinalCode Client,
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you willbe presented with the Terms of

Use. Uponreviewing andagreeingwith the terms, select I agree to the FinalCode

terms of use checkbox and click Next button.

FINALCEDE

Please read the FinalCode Terms of Use carefully

TERMS OF THIS AGREEMENT.

FINALCBD=

LICENSEE MUST REVIEW AND AGREE TC THE TERMS OF THIS FCI END USER LICENSE AGREEMENT
(THE "AGREEMENT") BEFORE INSTALLING OR OPERATING ANY FCI SOFTWARE OR OTHER F(I
PRODUCT, AS DEFINED AS THE "PRODUCT" HEREIN BELOW. BY UNPACKAGING, INSTALLING OR
COPERATING THE PRODUCT ACCOMPANYING THIS AGREEMENT, THE LICEMSEE SHALL BE DEEMED
TO AGREE TO BE BCUND BY THE TERMS OF THIS AGREEMENT. THIS AGREEMENT IS A VALID AND
LEGALLY-BINDING AGREEMENT BETWEEN LICENSEE AND FCL THE LICENSEE SHALL CEASE TO
CONTIMUE INSTALLATION, OPERATION AND USE OF THE PRODUCT AND ACCORDINGLY, SHALL
FOREGOE AND WAIVE ANY IMPLED OR STATED RIGHTS TO INSTALL CR OPERATE THE PRODUCT
AND ANY IMPLIED OR STATED WARRANTY, SHOULD LICENSEE ELECT TC NOT AGREE TO THE ENTIRE

THIS AGREEMEMNT COMNTAINS AN ARBITRATION AGREEMENT IN SECTION 14, WHICH WILL, WITH
LIMITED EXCEPTION, REQUIRE INDIVIDUAL END-USER LICENSEES TO SUBMIT CLAIMS SUCH
LICENSEES HAVE AGAINST FCI TO BINDING AND FINAL ARBITRATION. UNDER THE ARBITRATION
AGREEMENT, (1) SUCH LICENSEES WILL OMLY BE PERMITTED TO PURSUE CLAIMS AGAINST FCI ON
AN INDIVIDUAL BASIS, NOT AS A PLAINTIFF OR CLASS MEMBER IN ANY CLASS OR REPRESENTATIVE
ACTION OR PROCEEDING, AND () SUCH LICENSEES WILL ONLY BE PERMITTED TO SEEK RELIEF
(INCLUDING MONETARY, INJUNCTIVE, AND DECLARATORY RELIEF) ON AN INDIVIDUAL BASIS.

( +1 I agree to the FinalCode Terms of Use]

Figure 28: FinalCode terms screen

3. Nextyou will be presented a screen to input a one-time password. An e-mailcontaining
the one-time password will be automatically sent to the e-mail address that you
specified in the previous step. Input this password and click the Next buttonto continue.

To: {ewemp|ellexam e coms

Thark vou for uging FinalCode.

This e-mail ircludes the one-tine password reauired far wou to lozin,
This e-mail is sent to the e-mail address that weu have seeciticd.

Your e-mail address: <e | it
Your ore-tine pamword:i&/ruv&*ﬁﬂ.fszUTCyk?(Ph\‘jI\GKWEHG[PrLuchLﬂ:)—

¥ This one-time password (= val id for only B1 minctes.
¥ [t vou are rot the intended recipient for this e-mail,
clease igrore and delete (L.

FiNALCEDE

FInALCEDOE

User registration
1.Provide e-mail address  [ERGRIPEAGR PRI TNl  3-Registration complete
You have received a one-time password in the email account below as required
complete registration.

Pleasa input the cne=time password.
[ E-mail address ] tsst@eamplzcem

_,[cmm s

]

Figure 29: Input One-time password screen

your spam message folder.

registration steps.

1: If you do not receive an e-mailwithina few minutes, check your e-mail
address and repeat the previous step. The e-mcail may have been filtered into

2: For security reasons, the one-time password is onlyvalidfor one hourafter
sending. If your one-time password has become invalid, clickthe Cancel
button and launchthe FinalCode client againto repeat the previous user

28
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4, Clickthe Finish button to complete the user registration process.

FINALCEDE

FINALCEDE

User registration
1.Provide e-mail address  Z.Input one-time password RN gulel Reslyyiol (=i

User registration is now complete.
You can now use FinalCode.

o

Figure 30: Registration complete screen
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5. Thenexttime you open the FinalCode Client, the following interface willbe displayed.

The FinalCode main screen:

FINALCEOE

Drag and drop here
to secure file

Account information

Figure 31: FinalCode home screen

Note: If you use an e-mail address for user registration that the system
administrator has not registered in the web management console, you will be
an unlicensed (free) user. Unlicensed users cannot launch the management
console or secure files with FinalCode, but canopen FinalCode files for which

they have been designated as a recipient.

2.2

Network settings

If your network environment requires a proxy serverto reach the internet, or if you
connecting to an on-premise deployment of FinalCode Server, you will need to performthe

followingnetwork setting steps:

1. LaunchtheFinalCode Client and click Preferences.

30

FINALCEOE

Drag and drop here
1o secure file

Manage secured files

Preferences

Account infermation

Figure 32: FinalCode home screen
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2. Onthe Preferencesscreen, click Network settings.

FINALCEDE

L Network settings

NO proxy server
Preferences

*)Use Internet Explorer settings

) Monually specify proxy server
Haost
Port

System settings . [ Proxy basic suthentcation
User

Password
Network settings .

FinalCode servar

Folder security setings v
Save

Main menu®)

Figure 33: Network settings screen

3. Youwill be presented with variousnetwork settings on the right side of the screen. From
here you can choosethe type of proxy server settings to use. When choosing “Manually
specify proxy server”,you must input the proxy server host and port number.

4. If the proxy server requires authentication, select the “Proxy basic authentication”
checkbox and supply the required credentials.

5. Clickthe Save button to save the settings.

L Network settings

| Mo prowy server
Preferences
+Use Internet Explorer settings
I Manually specify proxy server
Hast
Port
System settings . | Proxy basic suthentication
User
Password

Metwork settings

FinalCode servar

Main menu®

Figure 34: Network settings screen

Using a Proxy Server

TheFinalCode Client cannot functionin a networking environment where HTTPS
communicationto the FinalCode Server is blocked. If you require a proxy server for HTTPS
communication, enter the appropriate settings here.

1:If using over SSL-VPN, ensure that the necessary routinginformationis
configured for communication with the FinalCode Server.

2: If the FinalCode Client cannot communicate with the server, FCL files
cannot besecured or opened.
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Proxy Authentication

FinalCode only supports basic proxyauthentication. NTLM authenticationis not supported.

Accepting Invalid Server Certificates

When configuring the FinalCode Server settings in the Network Settings, you can choose to
ignoreinvalid SSL certificates by selecting the “Acceptinvalid server certificate” checkbox.
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Opening an FCL file

Toopen FCL file:

1. Doubleclickthe FCLfile.

a

Figure 35: .fcl file icon

2. TheFinalCode Client verifies that the opening user is set as a recipient, if thefile is being
opened within the specified view period, etc. If any of the conditions are not met, thefile
cannot be opened.

3. Iftheuser meets the conditions to openthe FCL file,a dialog is displayedshowing the
usage controls that willbe applied to the secured file be FinalCode. Clickthe Open
button.

FINALCEDE

4

il

examplebd
This file is secured
by FinalCode with the following policy.

Acress counky

Time limit

Permission Convert to original file
Save chonges to sscured file
Copy, paste, soreen capture
Screen watermark ON
Print x
Fun & macro

Palicy information Bacic information
View access log Change permissions
Take ownership and apply new security palicies B8

Figure 36: FinalCode file opening screen

When "Do not display file information whenopening FCL files” is set from "FinalCode
Client” preferences, the above window will not be displayed and instead permissions will
be displayed via notificationdialog in the Windows notificationarea.
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Opening afile without access
authorization

A secured file cannot be opened by a user not designated as a recipient, and cannot be
opened beyond the designated view period, number of opens,etc. When unauthorized
access is attempted in this way, FinalCode will delete the file fromthe system.

FINALCHDE

OPEN permission demed.
This file has already been removed by owner. (0x0000001f,0x00000000)

Figure 37: Permisson denied screen

1: The file will not be deleted in the case that access is attempted prior to the

allowed view period.
2: Files secured with FinalCode are opened withtheir associated applications.

So you need to have Adobe Reader (Example: Adobe Reader DC XI, X, Adobe
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Contact APO-Customer Support Centre,
Fuji Xerox Asia Pacific Pte Ltd

Note: No part of this document may be reproduced or transmitted in any means, electric, mechanical,
photocopying, without the prior written permission from the publisher.
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