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Introduction

This document provides information on how to install the Mobile Print for Business application. It
also explains the prerequisites for installation and the post-installation configurations.

Overview

The Mobile Print for Business application helps you to perform the following tasks:

e Printing files from the mobile device, printing files by capturing images using the device
camera or printing files from Document Management System (DMS) on Android, iOS
devices and Windows phones

Note: DMS is a computer system used to track and store electronic documents.
Usually, it is also capable of keeping track of the different versions modified by
different users (history tracking). The term has some overlap with the concepts of
content management systems. It is often viewed as a component of enterprise
content management (ECM) systems and related to digital asset management,
document imaging, workflow systems and records management systems.

Mobile print for Business supports the following DMSs:

DocuShare 6.5, 6.6.1
DocuShare Express 6.5, 6.6.1
Trim Context 7.0

WorkSite 8.5

SharePoint 2010

e Uploading files to DMS from the mobile device, device gallery or by capturing images
using the mobile camera in Android, iOS devices and Windows phones

e Scanning files of any format (PDF, PDF/A, Tiff/Single, Tiff/Multi, DocuWorks, JPEG, XPS)
from the multi-function device (MFD) and saving copies in the mobile device (All other
customisations such as filename, format, resolution, colour and plex can also be done.)

Note: The Scan feature does not work if the mobile uses 3G network.

For scanning, the Windows phones support only two formats, JPEG and PDF.

e Email Printing — Printing files by sending mails to the email ID set up for a device or print
queue

Help Desk

If you require further assistance, contact the Fuji Xerox Australia Customer Support Centre on:

1800 028 962
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Installation Prerequisites

Note: While installing the application, you must log in as a domain user with
administrative rights and ensure that your machine is in the desired domain.
After successful installation, you become the Administrator of the application
by default. You can access the application later using the Administrator
credentials and assign admin access to other users.

Following are the prerequisites required for the installation of Mobile Print for Business.

e The machine on which the application is going to be installed must have any of the
following Operating Systems (OS):

o Windows Server 2008 (32 bit and 64 bit)
o Windows Server 2008 R2 Service Pack1
o Windows Server 2012 (64 bit)

o Windows Server 2012 R2 (64 bit)

o Windows 7 (32 bit and 64 bit)

o Windows 8 (32 bit and 64 bit)

o Windows 8.1 (32 bit and 64 bit)

Note: Ensure that:

e The latest service packs are applied on the machine.
e The latest Windows updates are installed on the machine and the
machine is restarted after the updates are installed.

e The PowerShell feature [for Internet Information Services (IIS)] must be enabled or
installed on Windows Server 2008 or higher versions. For information on how to verify if
the PowerShell feature is enabled or installed, refer to Appendix C.

e SQL Server 2008 R2 or 2012 must be installed either on the same machine or on any other
machine in the same network. The application supports all editions of SQL Server 2008 R2
or 201 2. It supports SQL Server instances having either SQL Server authentication or
Windows authentication.

Note: The SQL Server used for the application must not have a database named
APEOS_CORE.
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e You must configure Windows Firewall exceptions for the following ports:
o Port 80 (HTTP)
o Port 443 (SSL or HTTPS)
o Port 1433 (SQL)
o Port 515 (LPR)
o Port 9933 (Trim)
o Port 389 (LDAP)
o Port 110 (POP3)
o Port 25 (SMTP)
o Port 995 (POP3 SSL)
o Port 465 (SMTP SSL)

o Ports assigned for DMS Servers (DocuShare, DocuShare Express and SharePoint
2010)

Note: The specified ports are the default ports. If you modify any of the default
ports, please ensure that the ports are added as exceptions in firewall.

For example, SMTP default port is 25. If you change it to 29, firewall should be
enabled for port 29.

For information on how to open a port in Windows firewall, refer to the following
link:

http://windows.microsoft.com/en-in/windows/open-port-windows-
firewall#1TC=windows-7

Mobile Print for Business v1.0 Installation Guide Page 7


http://windows.microsoft.com/en-in/windows/open-port-windows-firewall#1TC=windows-7
http://windows.microsoft.com/en-in/windows/open-port-windows-firewall#1TC=windows-7

How to Install Mobile Print for Business

This section describes how to install Mobile Print for Business.

1. Right-click the MobilePrintforBusiness.exe file and select Run as administrator.

Marme

| E MobilePrintforBusiness.exe
g - Open

'@' Run as administrator

SkyDTive Pro F

Troubleshoot compatibility

Always available offline

Figure 1

The Mobile Print for Business setup prepares the InstallShield Wizard.

Mobile Print for Business - InstallShield Wizard

GUIP 08y B Preparing to Install..

Mabile Print For Business Setup is preparing the InstallShisld
‘Wizard, which will guide yau through the program setup
process, Pleass wait,

Decompressing: Mobile Print For Business.mesi

Figure 2
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2. When the following screen is displayed, click Next.

i'i;' Mobile Print for Business x|

Welcome to the InstallShield Wizard for
FUJI Xerox ’ Mobile Print for Business

The Installshisld(R) Wizard will install Mobile Prink for Business
on your computer, To continue, click Next.

WARMNING: This program is protected by copyright law and
international treaties,

< Back " Mext = I Cancel

Figure 3

The Licence Agreement screen is displayed.
3. Select the I accept the terms in the licence agreement option and click Next.

i'..?‘ Muohile Print for Business E1

Licence Agreement
FuJI Xerox “R

Please read the following licence agreement carefully,

Fuji Xerox Australia

SOFTWARE LICENCE AGREEMENT

THIS AGREEMENT IS PROVIDED TO ¥OU, THE EMD USER, IMN THE FORM OF AN ELECTROMIC
“CLICK-ON®LICENCE, OR A SHRINKWRAP LICENCE.

READ THIS ENTIRE AGREEMENT BEFORE WOU EITHER, IM THE CASE OF CLICK OM LICEMNCE,  _
DD T EET | ESTRS THTS DO T "D T THE CASE AE & SHDTAVWAD AD | TEFRCE  ODER THTS

' [ accept the terms in the licence agreement Prink |
" 1do not accept the kerms in the licence agreement

Instalshisld

< Back | MNext = Cancel |

Figure 4
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The Destination and Share Folderscreen is displayed.

i',__%l Mobile Print for Business

Destination and Share Folder

R o P RORETE o the dfau)k Sl FuJi Xerox “R

a different path.

D Install Mobile Print for Business tao:

CitProgram Files (x86)0Fuji Kerox fustralia), Change. .. |

[-—xj Create MobileShare Folder to:

Installer will create the share folder "MobileShare’, which is used by the
application to process files for mobile print and upload functionalities.

Ensure that this folder has valid read /write permissions to process the
files.

C:1Maobileshare Change. .. |

InstallShield

< Back | Mext = I Cancel

Figure 5

Note:

e The MobileShare share folder created by the installer is used to
manage printing and uploading of files and attachments.
e Following is the default installation path:

o For 32 bit machine:
C:|Program Files|Fuji Xerox AustralialMobile Print for Business|

o For 64 bit machine:

C:|Program Files (x86)|Fuji Xerox AustralialMobile Print for
Business|
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4. Click Next.

The Database Server Details screen is displayed.

jiz Mobile Print for Business

Database Seryver Details

FUJI Xerox “R

.k databas r and authentication method

Provide the database server name and corresponding authentication
details using which the application will install the required database
scripks.

Database server name:

j Browse, ., |

Conneck using:
" wWindows authentication credentials of current: user

{* Server authentication using the Login ID and password below

Lagin I0: |

Password: I

Installshield

< Back | Mext = I Cancel

Figure 6

Note 1: The logged-in user must have the db_owner permission on the master database
of the SQL Server if they want to use the Windows authentication credentials of
current user option.

For information on how to assign db_owner permission to the desired user on the
database of the SQL Server, refer to Appendix E.

Note 2: The following screen is displayed when you select Windows authentication
credentials of current user:

i';‘_:" Muobile Print for Business

Logon Information

domain user name and

Specify user credentials ko be used For 115 Application Pools.

Dormain name: ||
User narme: |
Password: |

I~ | confirm that user entered above has below privileges:

1. Member is a walid domain user

2. Member of local administrators group.

3. Member of [15_ILUSRS group.

4. Azzigned user rights for “Log on as a zervice”.

< Back I [Hext = I Cancel

InistallShield

Figure 7
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If the Windows authentication credentials of current user option is selected,
ensure that:

¢ Valid Domain name, User name and Password are provided.
e The useris added to the IIS_IUSRS group.

For information on how to add a user to the IIS_IUSRS group, refer to
Appendix F.

e The user account is assigned with the Log on as a service permissions.

For information on how to configure a user account to have Logon as a
service permission, refer to Appendix D.

e The user has Read-Write permission to the Mobile Share Folder created
during installation.

e The user has the db_owner permission on the master database of the SQL
Server.

For information on how to assign db_owner permission to the desired user
on the database of the SQL Server, refer to Appendix E.

5. Click Next.
The Ready to Install the Program screen is displayed.

i'él Mobile Print for Business

Ready to Install the Program

FUJI Xerox “R

ard is ready to begin installakion,

Click Install to begin the installation,

1F wou wank ko review or change any of your installation settings, click Back. Click Cancel bo
exit the wizard.

Imskalshield

« Back | Install I Cancel

Figure 8
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6. Click Install.

The installation continues.

ii% Mobile Print for Business x|

Ready to Install the Program

FUJI Xerox “R

The wizard is ready to begin installation,

Click. Inskall bo begin the installation.

If ywou want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

@ Fleaze wait while zetup iz initizhzing & configuning 115 components. This might take several minutes.

Inistal|shield

< Back | Instal I Cancel

Figure 9

After the installation is complete, the following screen is displayed:

InstallShield Wizard Completed
FUJI Xerox “H

The Installshield wizard has successfully installed Mobile Prink
for Business, Click Finish to exit the wizard,

Zancel |

= Back

Figure 10
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7. Click Finish to close the wizard.

Note:

e Please restart the machine if you are asked to do so at the end of the
installation.

e After the installation, the shortcut for Mobile Print for Business Admin
is created in the following path:

START > All Programs > Fuji Xerox Australia > Mobile Print for
Business > Admin

e Following is the Mobile Print for Business Admin URL:

http.//<Machine Name/IP>/MobilePrintforBusiness
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Post-installation Configurations
This section provides information on the following configurations that must be done after the
installation of Mobile Print for Business.

e Enabling HTTPS for Default Web Site in IIS

o Configuring SDK Certificate Settings

e Importing SharePoint 2010 Secure Sockets Layer (SSL) Certificate in Mobile Print for
Business Server

How to Enable HTTPS for Default Web Site in
Windows Server

The installer automatically enables HTTPS bindings for Default Web Site in Windows Server 2008,
2008 R2, 2012, 2012 R2, Windows 7, Windows 8 and Windows 8.1. If it is not enabled, perform
the following steps to enable it:

1. Type inetmgrin Run prompt and click OK.

e |

wme  Type the narme of a program, folder, docurment, or Internet
resource, and Windows will open it for you,

Open: [T ~]

'?:;' This task will be created with administrative privileges,

(0] 4 I Cancel Browsse... |

Figure 11

The following screen is displayed:

@8 MOBILE2K8R2 Home
.4 Manage Server
Filter: - (G - Gshow Al |Sroupby: Area - B3~ e Rectal
— P Start
ASP.NET -
B stop
2 & I > = S
,% &= “ \%‘Q_d b View Application Podls
NET NET E NET NETTrust  Applicstion  Connection Viewsites
Authorizati... G Page Globalization Levels Settings Strings Change NET Framework Yersion
%ﬁ? ?3 S 2 [ @ Heln
* el =

= Oniine Help
Machine Key  Pages an Froviders  Session State  SMTF E-mail
Controls

ST - B
AsP Authenticat =0} Corpy Default Ervor Pages
Dacumert t
4 | »| [EdFeatures view | - Content View
Ready .
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2. Expand the node under Connections section (in the left pane) and click Default Web
Site as displayed in the screenshot below:

™ Internet Information Services (115} Manager [_[O]
@,,, [@; » MOBILEZKERZ » Sites b Default WebSte b |l T~

File  Yiew Help

lacions
@ Default Web Site Home |

@-H|Z |8 21 Explare =
-5 Start Page = = Edit Permissians. ..
(=43 MOBILEZKERE (MOBILEZKEREYA GILEH v (e - Ghshon dl | Group byi Area TE-
-2} Application Pools ASP.NET - Edit Site
B (8] Sites P ) Bindings. .
mmmEm | L[] B 8 B e
@ 2 > (] o = [E] Basic Settings.
NET .MET Errar MET MET Profile  NET Trust  Application View Applications
Authorizati...  Compilation Pages  Globalization Levels Settings Viows Vitual Dot s

ab) gﬂ? =5 % & ]J Manage Web Site -

. < Pestart
Comnection  MachineKey  Pagesand  Session Stake  SMTP E-mal - e

Strings Contrals b Sttt
B Stop

15 Browse Web Site

[ 3 ez — [S] Browss *:a0 (http)
2 & @ 9 o B
P

o . Advanced Settings...
Adthentication 6l Compression  Default Directory  Error Pages e
Document  Browsing Configure
— — - [ Limits. .. -
< | w| [ Features view |\ - Content view @ rer =

Ready

Figure 13

3. Click Bindings in the right pane under Actions > Edit Site. (Refer to the figure above.)
The Site Bindings screen is displayed:

Site Bindings EHE

Tvpe | Host Mame | Port | IP Address | Binding

http a0 *

net.tcp a0g:* Edit. .,

net.pipe ’ Remove
nek.rm... localhio:

S, .. localhos Browse

1 | i

Al

Close

Figure 14
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4. Click Add... on the Site Bindings screen.
The Add Site Binding screen is displayed:

Add Site Binding K |

Type: IP address: Port:
I vI I.ﬁ.ll Unassigned j IE":I
Hosk name:

Excample: vy, contoso,com or marketing, contoso, com

Ik I Cancel

Figure 15

5. Select https from the Type: drop-down list.

Add Site Binding |

Type: IP address: Port:
https j I.ﬁ.ll Unassigned j |443

hikk

net.tcp

rnek. pipe

net.msmg

e formatname =l vew. |

(0] 4 I Cancel |

Figure 16
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6. Select the appropriate certificate from the SSL certificate: drop-down list and click OK.

Add Site Binding |

Type: IP address: Port:
Ihttps j I.ﬁ.ll Unassigned j |443
Hosk narne:

551 certificate:

Fuiji #erox Australia K1-50K

Figure 17
The following screen is displayed:
Site Bindings EHE
Tvpe | Hosk Mame | Port | IP Address | Binding &dd. ..
http a0 *
nek.tep G0g:* Edit... |
H *
net.pipe Remove |
net.m... localho:
msmg. .. localhio: Browise |
https 443 g
(| T
Close |
Figure 18

7. Click Close.
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How to Configure SDK Certificate Settings in
Windows Server

The following section explains the procedure to provide permission to access the private key of the
FXA-K1SDK Certificate for the identity user with which the Mobile Print for Business App Pool
(MPBASPNET4) is running. This procedure is applicable for Windows Server 2008, 2008 R2, 2012,
2012 R2, Windows 7, Windows 8 and Windows 8.1.

Note: For information on how to get the application pool identity in Windows
Server 2008, 2008 R2, 2012, 2012 R2, Windows 7, Windows 8 and Windows 8.1,

refer to Appendix A.

1. Open Run prompt, type mmc and click OK.

Type the name of a pregram, folder, decurmnent, or Internet
rescurce, and Windows will open it for you.

Open: | mmc

Figure 19

The Microsoft Management Console opens.

& File Action View Fovorites Window Help [=&]x]
&= =
=] Console Root Name Actions

Console Root -
More Actions

There are no items to show in this view.

Figure 20
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2. From the File drop-down list, click Add/Remove Snap-in....

@ File | Action View Favorites Window Help “lelx]
& New Ctri+N
= Open.. Ctrl+0 —
Save Cirl+S |
Save As... There are no items ta show in this view. | ConsoleRoot &
More Actions »
| Add/RemoveSnap-in..  CrleM
Options...
1 compmgmt
Bxit

Enables you te add snap-ins to or remove them from the snap-in console.

Figure 21

The Add or Remove Snap-ins window opens.

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n vendar [l Consale Root Edit Extension:

Microsoft Cor...

Remove
uthorization Manager Microsoft Cor...

[5¥ Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Mave Up
@ Computer Managem... Microsoft Cor...
ﬂ Device Manager Microsoft Cor...
=¥ Disk Management Microsoft and...
4e| Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...
:EJ Group Policy Object ... Microsoft Cor...
& Internet Informatio...  Microsoft Cor...
[Pnternet Informatio...  Microsoft Cor...

&, 1P Security Manitor Microsaft Cor...
[ e - e P =

Description:

Mowve Down

The ActiveX Control snap-in enables you to add an MMC node with a results view containing an ActiveX contral.

Figure 22
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3. Select Certificates from the available snap-ins in the left pane, click Add.

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-in

;i] ActiveX Control

Authorization Manager

E{Certifcates |

&, Component Services

Q Computer Managem. ..

& Device Manager

=7 Disk Management
Event Viewer

[ Folder

:EJ Group Policy Object ...

& Internet Informatio...

5@ Internet Informatio. .

&, 1P Security Monitor

= e ..

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Description:

Selected snap-ins:

[l Consale Root

Edit Extensions. ..

Remove

Move Up

Mowve Down

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Figure 23

The Certificates snap-in window opens.

Thig snap-4n wil always manage certificates for:

iy

) Service account

user account!

() Computer accourt

ok || cancel

Mobile Print for Business v1.0 Installation Guide
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Figure 24

Finigh

| | Cancel
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4. Select Computer Account from the available options and click Next.

This snap-4n will always manage certificates for:
() My user account

) Service account

Figure 25

The Select Computer window opens.

Select the computer you want this snap-in to manage.

This snap-4n will always manage:

(@) ocal computer: {the computer this console is running onk

() Ancther computer: Browse. ..

[ ] Mlow the selected computerto be changed when lzunching from the command line. This
only applies f you save the consale.

| <Back || Fnmsh | | Cancel

Figure 26

Page 22 Mobile Print for Business v1.0 Installation Guide



5. Click Finish.
The Certificates snap-in is added.

6. Click OK on the following screen:

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor [l console Root Edit Extensions...
ActiveX Control Microsoft Cor... = - -
AuLﬁorization Manager Microsoft Cor...
G/ Certificates Microsoft Cor...
: Component Services  Microsoft Cor... Move Up
EJ Computer Managem... Microsoft Cor...
ﬂ Device Manager Microsoft Cor...
L= Disk Management Microsoft and...
Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...
:EJ Group Policy Object ... Microsoft Cor...
& Internet Informatio...  Microsoft Cor...
[ SPinternet Informatio...  Microsoft Cor...

B, 1P Security Monitor  Microsoft Cor...
[ e .- - P =

Description:

Mowe Down

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK | | Cancel

Figure 27

7. Expand the Certificates node first and then, the Personal node, in the left pane. Click
Certificates.

The certificate (FXA-K1SDK here) is displayed in the middle pane.

View Favorites Window Help HEE
BldzH
[ Console Root lwedTo Issued By Expiration Date  Intended Purpo|| Actions
4 G Certficates (Local Computer) || .10y 15pc FXA-KISDK 08-05-2023 Server Authenti i -
4 [ Personal Res =T —
More Actions ,

[ Trusted Root Certification
[ Enterprise Trust

v [ Intermediate Certification
1 [ Trusted Publishers

i [ Untrusted Certificates

& (7] Third-Party Root Certificat
1 [ Trusted People

1 [] Client Authentication lssug
i+ ] Homegroup Machine Cert|
1 (] Remote Desktop

] Smart Card Trusted Roots
p [ Trusted Devices

& [ Web Hosting

1 [ Windows Live ID Token Iss|

< >« >

Personal store contains 1 certificate.

Figure 28
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8. Right-click on the certificate, point to All Tasks, and select Manage Private Keys....

& File Act View Favorites  Windon BEER
e pE 4B XE =]
[ Console Root Issued To Issued By Expiration Dste  Intended Purpe| | Actions
4 Gl Certificates (Local Computer) = FEXA-KISDK 08-05-2023 m—yr— ~ .
4 7 Personal Open
] Certificates Al Tasks C Open More Actions 3
b [ Trusted Root Certification - "
b [ Enterprise Trust Cut Request Certificate with New Key... | XA-KISDK -~
b [ Intermediate Certification s Copy Renew Certificate with New Key... More Actions »
b [ Trusted Publishers . :
b [ Untrusted Certificates Manage Private Keys...
b [ Third-Party Root Certificat Properties Advanced Operaticns 3
b (7] Trusted People
] Cent Authenticstion e FED Export...

b (7 Homegroup Machine Cert
5 [ Remote Desktop

» (] Smart Card Trusted Roots
5 [ Trusted Devices

» [ Web Hosting

» [Z] Windows Live ID Token Iss

< 3|«

View or change the access security settings for the certificate’s private keys.

Figure 29

The following screen is displayed:

Security

(Group or user names:

S8 SYSTEM

%Mministl—.:lturs {0THW51 5689 Administrators)
325-1-550-569326179

Pemissions for 5YSTEM

Full control
Read

Special pemissions

For special pemissions or advanced settings,
click Advanced. Adyanced

OK || Cancel || Aoply

Figure 30
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9. Click Add.

The following screen is displayed:

Select this object type:

|Users. Groups, or Buittin securty principals | | Object Types... |

FErom this location:
FXABACS local | Locations... |

Enter the object names to select (=xamples):
| Check Mames

Figure 31

10. Type the identity name (/local servicein the screenshot) with which the Mobile Print for
Business application pool is running in the Enter the object names to select field, and
click Check Names:

Select this object type:

|Users. Groups, or Builtin security principals

Fram this location:
| FXABACS local

Enter the object names to select (2amples):

local service

Figure 32
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The following screen is displayed:

Select this obhject type:

|Users. Groups, or Builtin securty principals

From this location:
| FXABACS local

Enter the object names to select (examples):
LOCAL SERVICE

Figure 33

11. Click OK.

The following screen is displayed:

Securty

Group or user names:

#2, Everyone

52 5YSTEM

82 LOCAL SERVICE

52, Administrators (01HW515685" Administrators)
2o 5-1-550-569326179

Pemissions for LOCAL SERVICE

Full control
Read
Special pemissions

For special pemmissions or advanced settings.,
click Advanced. —

Figure 34
12. Click OK.
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How to Import SharePoint 2010 SSL Certificate in
Mobile Print for Business Server

Note: If the SharePoint 2010 Server is enabled with SSL, you must export
the SSL certificate of SharePoint Site from the SharePoint 2010 Server and
import it to the Mobile Print for Business server. For information on how to
export the SSL certificate on Windows Server, refer to Appendix B.

To import the SharePoint 2010 SSL certificate into the Mobile Print for Business Server in
Windows Server 2008, 2008 R2, 2012, 2012 R2, Windows 7, Windows 8 and Windows 8.1:

1. Open Run prompt, type mmcand click OK.

e~ ||

e Twpe the name of a prograrm, folder, document, or Internet
resource, and Windows will apen it for you,

Dpen: Iﬁ j

'?:;' This task will be created with administrative privileges,

Ok I Cancel | Browyse... |

Figure 35

The Console Root window is displayed:

F= Console1 - [Console Root]
[ El=  Action Wiew Favorkes Window  Help ‘ |8 x|
&= = [E
n} Harm [ | Actions
There are no ikems to show in this view,
More Actions 3
Figure 36
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2. From the File menu, click Add/Remove Snap-ins.

The Add or Rermove Snap-ins window is displayed:

Add or Remove Snap-ins [ | I

‘fou can select smap-ins for this console From those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:

Snap-in Yendar = [ Console Roat Edit Extensions. .. |

Microsoft Cor...

Authorization Manager  Microsoft Cor..,. Bemove |

HCertiFicates Microsoft Cor...

Component Services Microsoft Cor... Mave U

= |

A Computer Managem... Microsoft Cor,.. —

.lJ:‘,,IDevice Manager Microsoft Cor... [oyeE Do |
add = |

(=4 Disk Management Microsaft and...
Event Viewer Microsoft Cor...
“ Folder Microsaft Cor...

__’ Group Policy Object ... Microsoft Cor...
P'J Internet Information. .. Microsoft Cor...
.jlnternet Information. .. Microsaft Cor,..
@ IP Security Monitor Microsaft Cor,

B, 1p Security Policy Ma... Microsoft Cor... LI Advanced... |

Description:

The Activel Control snap-in enables vou ko add an MMC node with a results view containing an Activel contral,

O I Caneel

Figure 37

3. Select Certificates in the left list box and click the Add button.

Add or Remove Snap-ins

‘ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, wou can configure which extensions are enabled.

Ackiver Control Microsoft Car...
uthorization Manager  Microsoft Car... HEMOVE |
Microsoft Car...
Component Services Microsoft Cor...
é‘,Computer Managem... Microsoft Cor...

..J:‘,,IDevice Manager Microsaft Cor... IMaye Dowrn |
Add = |

Available snap-ins: Selecked snap-ins:
Snap-in | ‘tendor | - [l Consale Root Edit Extensions. .. |

[Mowe U

=1 Disk Management Microsoft and..,
Event Viewer Microsoft Cor...
_ Folder Microsoft Car..,

__f Group Policy Object ... Microsoft Car...
PJ Internet Information, ., Microsoft Cor...
.jlnternet Information. .. Microsoft Cor,..
@ IP Security Manitor Microsoft Cor

B 10 security Policy Ma... Microsoft Car. .. LI advanced... |

Description:

The Certificates snap-in allows wou bo browse the contents of the certificate stares for yourself, a service, or a computer,

Ok I Caneel

Figure 38
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The Certificates Snap-in window is displayed:

Certificates snap-in I

Thiz snap-in will ahways manage certificates far:

" Service account

¢~ Computer account

< Back I Finizh I Cancel

Figure 39

4, Select Computer account and click Next.

Certificates snap-in E I

Thiz snap-iti will always manage certificates far;

" My uger acoount

" Service account

< Back I Mest > I Cancel

Figure 40
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The Select Computerwindow is displayed:

Select Computer E3 I

Select the computer you want this snap-in to manage.

r~ This shap-in will akways manage:

¢ L ocal computer; [the computer this consale is running onk

" Another computer: I Browsze. . |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if pou save the conzole.

£ Back I Finizh I Cancel

Figure 41

5. Click Finish.
The following screen is displayed (with Certificates added to the Console Root):

Add or Remove Snap-ins

‘fou can select snap-ins For this console from those available on your computer and configure the selected set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | ‘Wendor | - | Console Root Edit Extensions. .. |
- |Activer Contral Microsoft Cor... i

uthorization Manager  Microsoft Cor. .. Remove |

Certificates Microsoft Cor...
«_Component Services Microsoft Cor...
},Computer Managem... Microsoft Cor..,

.lz‘nIDevice Manager Microsoft Cor... [Move Down |
add = |

Mave Up

(=% Disk Management Microsoft and...
Event Viewer Microsoft Cor...
| Folder Microsaft Cor,..

__f Group Policy Object ... Microsoft Cor. ..
PJ Inkernet Information... Microsoft Cor, ..
(BInternet Information... Micrasoft Cor...
.g IP Security Maonitar Microsoft Cor

8, 1P Security Policy Ma... Microsoft Car... LI Advanced... |

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a compuker,

oK I Cancel

Figure 42

6. Click OK.
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7. Click the Certificates node under Console Root in the left panel:

File  Action Wiew Favorites

indow  Help

JRETEY

o A EE

~| Trusted Root Certification Aut
Enterprise Trusk
Intermediate Certification Aut
| Active Directory User Object
~| Trusted Publishers
| Untrusted Certificates
| Third-Party Rook Certification
~| Trusted People
| Smart Card Trusted Rooks

4 | i

| Console Root Logical Store Mame I Actions
= ~ Personal Certificates - Current User -
_| Personal _| Trusted Rook Certification Autharities
More Actions »

| Enkerprise Trust

| Intermediate Certification Autharities
| Active Directory User Object

| Trusted Publishers

“lUntrusted Certificates

| Third-Party Rook Certification Authari
| Trusted Peaple

| Smart Card Trusted Roots

N [ o

Figure 43

8. Click Trusted Root Certification Authorities.

Console Root'Cerl ates {(Local Compute

“| Console Root Object Type Actions

= E Certificates (Local Computer)
_| Personal
=[] Trusted Root Certification Aut
| Cerdficates

_| Enkerprse Trust

~| Intermediate Certification Aut
~| Trusted Publishers

~| Untrust=d Certificates

| Third-Party Root Certification
~| Trusted People

~| Remote Desktop

" | Certificate Eroliment Reques!
_| Smart Card Trusted Roots

| TrustedDevices

I

| Certificates

Trusted Rool . -

More Actions 3

|Trustad Root Certification Authorities store contains 17 certificatss.

Figure 44
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9. Right-click on Certificates under Object Type, point to All Tasks and click Import....

= Console Root'Certificates {Local Computer)i Trusted Root Certification Authorities
_| Console Root Object Type
=] H Certificates {Local Computer) [ ]
_| Personal
Trusted Rook Certification Aut
Bl [ Trusted Raat Certiication A Mew Window from Here
| Certificates
_| Enterprise Trust Refresh
[ | Intermediate Certification Aut ‘ More Actions N
~| Trusted Publishers Help
_| Untrusted Certificates
_| Third-Party Root Certification
_| Trusted People
_| Remate Desktop
_| Certificate Enrollment Reques!
_| Smart Card Trusted Roots
_| Trusted Devices
i—1
|Ad\:| a certificate to a store Z

Figure 45

The Certificate Import Wizardis displayed:

Wizard

certificate store,

certificates are kept.

To continue, click Mext,

This wizard helps wvou copy certificates, certificate trusk
lists, and certificate revocation lists From wour disk ko a

A certificate, which is issued by a certification authority, is
a confirmation of vour idenkity and contains infarmation
used ko protect data or to establish secure netwark,
connections, & certificate skore is the swskem area where

Certificate Import Wizard E

Welcome to the Certificate Import

= Back

Cancel |

Figure 46

10. Click Next.
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11. Click Browse to browse the appropriate certificate file and click Next:

Certificate Innport Wizard E3

File to Import
Specify the file you want ko impork.

Eile name:
I CilUsers\administrabor\Desktop\DCC 1.0, 19 Certificate, pfix

Mote: More than one certificate can be stored in & single file in the following Formats:
Personal Information Exchange- PECS #12 { PEX, .P12)
Crypbographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Serislized Certificate Store (.S5T)

Learn more about certificate file Formats

Figure 47

12. Type the password which is set for the certificate file and click Next.

Certificate Import Wizard I

Password

To maintain security, the private key was protected with & password.

Twpe the password Far the private key.

Password:

[ Enable strong private key prokection. You will be prompred every time the
privake key is used by an application if wou enable this option.

[~ Mark this key as exportable. This will allow wou ko back up or kranspork wour
kews at a later time.

[+ Include all extended properties.

Learn more about pratecking private kewvs

= Back I Mext = I Cancel

Figure 48
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The following screen is displayed with the Place all certificates in the following store

option selected by default:

Certificate Import Wizard

Certificate Store

Zertificake stores are system areas where certificates are kept.

the certificate,

windows can automatically select a certificate sktore, or wou can specify a location for

" Automatically select the certificate store based on the type of certificate

% Place all certificates in the Fallowing skore:

Certificate skore:

I Trusked Rook Certification Authorities Browse, .. I

Learn more about certificate stores

< Back I Mexk = I Cancel I

13. Click Next.

Figure 49

The following screen is displayed:

Certificate Import Wizard E3

Completing the Certificate Import
Wizard

The certificate will be imported after wou click Finish.

You have specified the Following settings:

Trusted Rook Certifics
Conktent FPF=
File Mame A UsersiAdministrake
1] | i3

= Back I Finish I Zancel
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14. Click Finish.
The following pop-up window is displayed:

Certificate Import Wizard | x| I

|l The import was successful,

Figure 51

15. Click OK to close the pop-up window.
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Getting the Application Ready to Work

After the post-installation configurations are complete, perform the following steps to get the
application ready to work:

1. Click Start > All Programs > Fuji Xerox Australia > Mobile Print for Business > Admin.

Note: Accessing the application varies depending upon the OS installed
on the machine.

The application window opens.
2. Click Please click here to configure LDAP Settings.

The Manage Servers page opens.
3. Enter the details of LDAP Settings and MFD Username and Password.
4. Click Save Settings.

A confirmation message Common Setting saved successfully is displayed.
5. Click the Users tab on the left pane.

Click Import AD Users.

7. Type the required search criteria to import the users from Active Directory in the text box
and click the Get Users button.

8. Select the users you want to allow Admin Access and Mobile Access privileges of the
application.

9. From the Devices/Queues tab, add devices or queues by following the steps provided in
the Mobile Print for Business Online Help.

10. If you want to use the email print functionality, go to the Servers tab, click Email
Settings, modify the required details and click Save Settings.

11. From Manage DMS tab, enable the DMS (which you want to access from your mobile
device) and configure the DMS server settings.

Now the application is ready to work.

Note: The trial licence of the application is valid for 30 days. You must buy a
perpetual licence to use the application beyond the trial period.

For additional information, refer to the Mobile Print for Business Help (online help
embedded in the application). You can access this help by clicking the Help link
displayed on the top left side of the application web page.
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Assigning Administrator Privilege to New Users

To assign Administrator privilege (for the application) to new users:

1. Browse the web.config file from the path </nstallation Directory|Fuji Xerox
AustralialMobile Print for Business|Admin>.

2. Open the file with notepad.

Look for the DefaultAdministrator value in the <appSettings> section as displayed in

the following screenshot:

<appSettings>
<add key="webpages:Version" wvalue="1.8.8.8" />
<add key="ClientValidationEnabled" walue="true" />
<add key="UnobtrusiveJavaScriptEnabled"” wvalue="true" />
<add key="ApplicationKeyForlLogging" walue="SM5_WebUI"™ />
<add key="RoboHelpURL" value="/MobilePrintforBusiness/Help/Overview.htm" />
<add key="DefaultAdministrator” walue="Administrator”/>

Figure 52

4. Replace the DefaultAdministrator value with the Windows login ID of the new user to
whom you want to assign Administrator privilege.
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Client Application Availability

For Android devices — Download the Mobile Print for Business client application from the Google
Play Store.

For iOS devices — Download the Mobile Print for Business client application from the Apple App
Store.

For Windows devices — Download the Mobile Print for Business client application from the
Windows App Store.
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Troubleshooting

Problem 1. While trying to access the application, the following screen with the error message
is displayed. What should I do?

Mobile Administration | FUJI Xerox :)\

I@E

@

'ﬁ“
L]

|| ()
Ll

21 W

N [

Figure 53

Solution: This error message is displayed for users who have not been assigned with the
administrator’s privileges. Please contact the administrator of the application.

Problem 2: Display of contents on the application page is distorted. What should I do?

Solution: Change your browser settings to Compatibility View mode. The application is
compatible with the following browsers:

e Mozilla Firefox 30.0

e Google Chrome 35.0.1916.153

e Safari 7.0.4 for OS X and Safari 5.1.7 for Microsoft Windows
e Internet Explorer 10 and 11

Problem 3: I am not able to access the online help of the application. What should I do?
Solutiorr.

Browse the web.config file (from the path <Installation Directory|Fuji Xerox AustralialMobile Print
for Business|Admin>) for the Mobile Print for Business application in the installation directory and
open the file with notepad. Look for the <appSettings> section and ensure that the RoboHelpURL
value is IMobilePrintforBusiness/Help/Overview.htm. You can then access the online help of the
application. (Refer to Figure 52.)

Also ensure that the hostname of the Mobile Print for Business server is added as an exception in
the browser settings if you have proxy settings enabled for your Internet connection.
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Problem 4: While installing the application, the following error screen is displayed. What
should I do?

Maobile Print for Business

IQI Error occured while enabling/installing the |15 features.
k. 4

Please install the following features using 'Turn Windows feature on or
off' option in 'Control Panel = Program and Features' and restart the
machine,

- .MET Framework 3.5

- MET Framework 4.5 (if it exists)

For detailed information, refer to the Troubleshooting section in the
Installation Guide.

Installation aborting.

Figure 54

Solution: Install the .NET Framework feature manually. Refer to the appropriate screenshot suiting
to your environment:

For Windows Server 2008 and 2008 RZ2:

1.

Page 40

Navigate to Start > Server Manager > Add Roles and Features.

Add Features Wizard
File  Action View Help

e 7= H =

= Select Features
T Server Manager (SRICHARZKERZ) CL'%::E
= nola

il Features Features
- — Rl Select one ar mare features to install on this server.
i} configuration Confirmation Features: Description:
§
(5 Storage Progress 5 [G NET Framework 3.5.1 Features (Installed) - m%
Results D (e el 3 5 (nsiadtos)) Framework 2.0 APLS
[] WCF Activation technologies For buil
[ || Background Intelligent Transfer Service (BITS) that offer appealing
[ BitLocker Drive Encryption pratect your custor
[ Branchcache identity information,
and secure communi
] Connection Manager Administration Kit provide the ability b
D Desktop Expetience business processes,

|:| DirectAccess Management Consols
[ Failover Clustering
|:| Group Policy Managemment

[ 1nk and Handwriting Services
[] 1nternet Printing Client
|:| Internet Storage Mame Server
] PR Port Manitar

[] Message Queving
[ Multipath 1/0
] Metwark Load Ealancing
[] Peer Mame Resolution Protocol

[ ouality Windows Audio Video Experience | _'LI
»

1

[More about features

Figure 55
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For Windows Server 2012 and 2012 R2:

1. Navigate to Start > Server Manager > Add Roles and Features.

Server Manager * Dashboard

ashboard

0 Local Server

Hi Al Servers

B% File and Storage Services b
o Is

Before You Begin

Installation Type

Server Selection

Select features

Server Manager

@1 F

Add Roles and Features Wizard

Select one or more features to install on the selected server,

Features

| &
3 R
b 1] Background Intelligent Transfer Service (BITS)
[ BitLacker Drive Encryption

[ BitLocker Network Unlock

[] BranchCache

[ Client for NFS

Framework 4.5 Features (Installed)

Manage Tools View  Help

Adcl Roles and Features

Remaove Roles and Features |

Add Servers

Create Server Group

Server Manager Properties

[] Data Center Bridging
[] Direct Play

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APIs with new technalogies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

For Windows 7:

Figure 56

1. Navigate to Start > Control Panel > Programs and Features.

v Control Panel » Programs » Programs and Features

- | 3 ‘ | Search Programs and Feature

Control Panel Home

View installed updates

@3 Turn Windows features on or
off

Uninstall or change a program

To uninstall a program, select it from the list and then click Umm:tali Ch.ani e or Repair.
[ Windows Features E J

Install  program from the | Turn Windows features on or off @
network Installed
To turn a feature on, select its check box. To turn a feature off, clear its 17/10/20
check box. A filled box means that only part of the feature is turned on,
iorated 26/12/20
[l . Media Features orated 17/10/20:
. Microsoft MET Framework 3.5.1 29/04,20
l . Windows Communication Foundation HTTP Activation | 25/11/20:
I . Windows Communication Foundation Non-HTTP Activa | 18/10,/20
[l . Microsoft Message Queue (MSMQ) Server | MlCommuni.. 9/05/201
| | Ermt andDFi:cumaTtCSawlces ] L4 5/11/201.
| RIE;TE: ifferential Compression | 18/10,20
) istener

b 18/10/20:
| Services for NFS 1ain::20

. Simple Network Management Protocol (SMNMP)
. Simple TCPIP services (i.e. echo. davtime etc) 2 e
m | 3 17/10/20:
U 30/07/20:
30/07/20:
= 17/10/20.
b . o . o 4. 10110

Figure 57
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For Windows 8 and Windows 8.1:
1. Navigate to Start > Control Panel > Programs and Features.

&= Programs and Features

T ﬁ » Control Panel » All Control Panel lterns » Prograrns and Features v G Search Prograrns and F

Control Panel Home .
Uninstall or change a program

View installed updates — . 1ange, or Repair.
Windows Features - B g% orrep

'?:,' Turn Windows features on or
off

Turn Windows features on or off @ ]
Install a program from the
network To turn a feature on, selectits check box, To turn a feature off, clear its Installe
check box, Afilled box means that only part of the feature is turned on. H11,72
! ~ Incorparated T2
= [®] | MET Framework 4.5 Advanced Services Incorporated yz
AEPMET 4.5 td. /0672
=[] [ WCF Services 71172
| HTTP Artivation 11,2
[] . Message Queuing (MSKQ) Activation T
[] 1, Marmed Pipe Activation sration 30642
[[] 1) TCP Activation sration 3/06/2
[ )L TEP Port Sharing sration 3/06/2
[[] | Active Directory Lightweight Directory Services Jration 21172
LIL Hyper-v | ration 42
[+l Internet Fenlnrer 11 bration 3/06/2
Cancel alia 5/06/2
42
I Syrantec Endpoint Protection Syrmantec Corparation 7172

Figure 58
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Problem 5: While browsing the URL to access the application, the following screen is

displayed. What should I do?

192,168,506 - Kemnote Desktop Connection
° @ hitpsl/localhosnobisPrintforBL D = @ Cenificate er

HTTP Error 500.19 - Internal Server Error

Detailed Error Information:

Begink
Handler Mot yet deter
Error Code  0x30070021

© | & 11585 Detailed Error - 500,18 1. | 2 11S8.5 Detailed Error - 500.1

The requested page cannot be accessed because the related configuration data for the page is invalid.

Requested URL https://localhost:443/MobilePrintforBusiness

Physical Path  C:\Program Files (x86)\Fuji Xerox Australia\Mobile Print for Business\Admin
Logon Method Nt yet determined
Logon User Mot yet determined

Config Source:
1

112: dati 1 alsen />
113: <modules runal 1 s>
11a: <security>

More Information:
T

s a problem reading the configuration file for the Web server or Web application. In some cases, the event logs may contain more information about what caused this error.

I

Solution: Ensure that the .NET Framework 3.5 feature is enabled on your machine. For Windows
Server 2012, 2012 R2, Windows 8 and 8.1, you also enable the .NET Framework 4.5 feature.

For specific details, refer to the following screenshots appropriate to your environment:

For Windows 7:

Figure 59

1. Navigate to Control Panel > Programs > Programs and features and click Turn Window

features on or off.

E’ v Control Panel » Programs » Programs and Features

- | +y | | Search Pro

Control Panel Home

View installed updates

Turn Windows features on or
off

i

Install a program from the

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or H

Organize «

network

|4 Windows Features =[5

Turn Windows features on or off ©

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

IE] . Internet Information Services -

=l CIOE
E

. Web Management Tools
| World Wide Web Services
. Internet Information Services Hostable Web Core | 4
3] . Media Features
= . Microsoft MET Framewaork 3.5.1
, Windows Communication Foundation HTTP Activatior]
. Windows Communication Foundation Mon-HTTP Actifa
[T] . Microsoft Message Queue (MSMQ) Server

+ . Print and Document Services
] [ ¢

m

OK ][ Cancel ]

porat]

porat]

Co

Figure 60
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2. Ensure that the features selected in Figure 60 and Figure 61 are installed.

Page 44

Windows Features

= Ellg

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

o

[] . Indexing Service

) Internet Explorer 10
=] | Internet Infermation Services

] . FTP Server

[¥] |, Web Management Tools

= [l L World Wide Web Services

=0 #™] 2pplication Development Features

| MET Extensibility
™ AP
| ASP.NET
WL Col
| ISAPI Extensions
|, ISAPI Filters
[C] . Server-Side Includes
[¥] || Comrmon HTTP Features
m [#1 | Health and Niannnstics

m

4 | 1

| s ]

Figure 61
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For Windows 8 and Windows 8.1:

1. Navigate to Control Panel > Programs > Programs and features and click Turn Window

features on or off.

=]

e

Control Panel Home

View installed updates

) Turn Windows features on or

Install a program from the
network

Programs and Features

-.(-) - T b Control Panel » &l Control Panel terns  » Programs and Features v O Search Programs

Uninstall or change a program

Windows Features

To turn a feature on, select its check box, Tao turn a feature off, clear its check
box & filled box means that only part of the feature is turned on.

= vl

= [=]

J B ram 1.5 (inclu MET 2.0and 3.00 A
J Windows Communication Foundation HTTP Activation
. Windows Communication Foundation Mon-HTTP Activatin

. WMET Framework 4.5 &dvanced Services
| ASPLNET 45
[m] | WCF Services

ated
ated

L=
|

, Active Directory Lightweight Lirectory senaces
. Hyper-¥
. Internet Explorer 11

. Internet Information Services I

o Internet nformation Seraces Hostable Web Core

, Legacy Cornponents

| Media Features

. Microsoft Message Queue (MSMO) Server W
>

Cancel

- B Repair.

off Turn Windows features on or off @

Mobile Print for Business v1.0 Installation Guide

Figure 62

Page 45



2. Ensure that the features selected in Figure 62 and Figure 63 are installed or enabled.

Windows Features - B
Turn Windows features on or off (7]

Ta turn a feature an, select its check box, To turn a feature off, clear its check
biox, & filled box rmeans that only part of the feature is turned on,

= [=] |, Internet Information Services "
[] . FTP Serer
[m] || Weh Management Tools
o [w] | world Yide Web Services

Application Development Features

- NET Extensihility 3.5

. MET Extensibility 4.5

D § H[_l[_IIILdLILIrI T ATt

[ 1L asp

| ASPMET 3.5

. ASPMET A5

I

| 1548P] Extensions

. IS8PI Filters

[] 0 Server-Side Includes W

Cancel

Figure 63
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For Windows Server 2008 and 2008 R2:

1. Open Server Manager, click Roles, and then click Add Role Services.

. Server Manager
File Action Yiew Help

|

it Configuration
22 storage

Ewvents: Mone in the lask 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices Analyzer
tile: on this role's homepage and click Scan this Rols

#| Role Services: 27 installed

7
FRIDHARZKSRZ)

Diagnostics Eﬁ View kthe health of the roles instaled on your server and add or remave rales and Features,

Add Role Services

R — | S | = Remove Role Services
[ L, weh server Installed
=] Common HTTP Features Installed
o Static Content Installed
& Default Documert Installed
& Directory Browsing Installed
P=) HTTP Errors Installed
o HTTP Redirection Installed
‘webDAY Publishing Mot installed
&y Application Development Installed
P=) ASP.NET Installed
T il PR

2. Ensure that the features selected on the following screenshot are installed on your

machine:

Figure 64

Remove Role Services

=

! Select Role Services

To remove one of more installed role services for Web Server (115), clear their check boxes:

Description:

o

Confirmation Role services:
Frogress = @ web server
Resulks ’E Common HTTP Features

Application Dewvelopment
[¥] asP.MET
[¥] .MET Extensibility

@

[lf=:R=RE]

=]

1 Bar

[¥] cal

[¥] 154F1 Extensions
[¥] 154F1 Filters

[ server side Includes

Health and Diagnostics (Mot Installed)

Security

Petformance (Mot Installed)
Management Tools

FTF Server (Mot Installed)

FTF Service (Mot Installed)
FTF Extensibility (Mot Inskalled)
115 Hostable web Core (Mot Installed)

More about role services

Application Developre
infrastructure for devd
hosting Web applicatiol
features to create Wel
extend the Functionalig
technologies typically 4
petfarm dynaric oper.
result in the creation of
which II5 then sends b
requests,
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For Windows Server 2012 and 20712 R2:

1. Open Server Manager, click Manage and then click Add Roles and Features.

e age BEsleleE]fe!
Add Roles and Features

Remove Roles and Features

B8 Dashboard WELCOME TO SERVER MANAGER

Add Servers

Local Server Create Server Group

& Al Servers : ) -
- o Configure this local server ST g tieats
WE File and Storage Services b

e s QUICK START

F= Print Services 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group

Figure 66

2. Click Server Roles on the left pane and ensure that the roles selected on the following
screenshot are installed:

Select server roles —

Before You Begin To remove one or more installed roles from the selected server, clear their check boxes.

Server Selection Roles Description

~ Application Develd|
4 [H] Web Server (IIS)

Features infrastructure for d
4 [E] Web Server hosting Web appli

b [M] Commen HTTP Features featurss te creats

. . 5 extend the functio

b Health and Diagnostics (Mot installed) technologies typic
b Performance (Not installed) to perform dynami
b [m] Securi result in the creatig
i which IS then sendg

< [ g requests,

MNET Extensibility 3.5
NET Extensibility 4.5

nitialization (Mot installed)

[w] ASP.MET 3.5
ASP.NET 4.5

CGl (Mot installed)
|ISAPI Extensions
ISAPI Filters

Figure 67
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3. Click Features on the left pane and ensure that the features selected on the following

screenshot are installed:

Select features

Before You Begin
Server Selection

Server Roles

To remove one or more installed features from the selected server, clear their check boj

Features

LNET Framework 3.5 Features

b JNET Framework 4.5 Features
b L[ Background Intelligent Transfer Service (BITS) (Noj
] Bitlocker Drive Encryption (Mot installed)
[7] BitLocker Netwark Unlock (Not installed)
] BranchCache (Mot installed)
[J Client for NFS (Not installed)
[7] Data Center Br dging (Not installed)
] Direct Play (Mot installed)
[7] Enhanced Storage (Not installed)
| Failover Clustering (Mot installed)
] Group Policy Management (Not installad)
[C] 1S Hostable Web Core (Mot installed)
] Ink and Handwriting Services (Not installed)
¢| [T ] B}

Sridhar2i12R2.

Description

.NET Framework 3.5

power of the .MET Fr|
APls with new techn:
building applicationg
appealing user interf]
your customers' per
infermation, enable
secure communicati]
the ability to model
business processes.

Figure 68
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Appendix A — How to Get the Application Pool
Identity in Windows Server

The following procedure to get the application pool identity is applicable for Windows Server
2008, 2008 R2, 2012, 2012 R2, Windows 7, Windows 8 and Windows 8.1.

1. Type inetmgrin Run prompt and click OK.

O |

= Typethe narme of a program, folder, docurment, ar Internet
tesource, and Windows will apen it for you,

Oper: | EREEERD 7]

'f;' This task will be created with administrative privileges.

(0] .4 Cancel Browse.., |

Figure 69

The following screen is displayed:

¥ Internet Information Services {115} Manager = B I

J@ - e

(-, (3] [@‘j b StartPage

File  ¥iew Help

&- |7 |
]
-85 MOBILEZKBRE (MOBILEZKERZ) A

Connection 1asks. Online resources
Hame B Connect to lacahost 15 Mews and Information
SmOBILEZKER2 locahost Connect to aserver... 115 Downloads

Connect to asite. ., 115 Forums
Connect to an application. .. Techhet
e
ASPNET Hews

1IS News

Enable IS Mews

15 News is disabled, click the Enable 115 News link to get the mast recent online news.

J
4] | v
Ready

Figure 70
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2. Expand the node under Connections section in the left pane as displayed in the
screenshot below:

¥ Internet Information Services (115) Manager
@ & [é, » MOBILEZKERZ » Application Pacls
Ele  Yiew Help
I " lication Pools =
12 |88 1 App [ Add Application Pool. ..
+- W5 Start Page Set application Paol Default
g & mos earera This page lets you view and manage the list of application pools on the server. Application pools are associated with o AppAceten R
j (MOBILEZKERZ) A =
" worker processes, contain one or mere applcations, and pravide isolation smong diferent applications. @ rHer
&l Sites Filter: = (g0 - lshow all | Group byi Mo Grouping - Oniline: Help
Name =~ | status | MET Frame... | Managed Pipeli... | Identit | pplications
L ATPNET 4.0 Started e Integrated applicationPooliden... 0
.;’ASP‘NET 4.0, Started ¥4.0 Classic ApplicationPoolIden... 0
CJClassic NET App... Started w0 Classic applicationPocliden... 0
=X DefaultAppPool Started w40 Integrated ApplicationPonliden... 1
(ZIMPBASPNET4 Started  v4.0 Inteqrated LocalService 7
il | 2]
4 | 5 Features View ||~ Content View
Ready 93

Figure 71

3. Select the MPBASPNET4 application pool from the list and click Advanced Settings
the right pane.

™E Internet Information Services (115) Manager

@ (9] [ L} ¥ MOBILEZKERZ b Applcation Pools

fle Yew Help

lication Pools -
-8 App & hdd Application Pacl. .
§5 Start Page Set Applcation Pool Defaul:
& .aj MOBILEZKERZ (MOBILEZKGRZia | TS Page et you wiew and manage the st f application pools on the server. Applcation pooks are associated with P i
e e worker processes, contain one or more applications, and provide isolation among different applications Application Pool Tasks
o Sites Filter; - Go = b Show Al | Group by: Mo Grouping - P start
Name =~ [ status | NET Frame... | Managed Fipeli... | Identit | ppiications 8 stop
ZIASPNET v4.0 Sterted  v4.0 Integrated ApplcationPocllden... 0 2 Recycle...
%ASRNET v4.0Cl., Stated  vi0 Classic AppicationPoallden... 0 Et AppacaT oy
C)Classic NET App... Stated w40 Classic ApplcationPocilden... 0 :
“JDefaultppPool  Started  v4.0 Integrated ApplicationPogliden... 1 5] masic Settings...

Recycin

Rename

X remove
View Applications
@ Help

Online Help

<

4 | D Features Yiew |- Content Visw

Ready

of

Figure 72
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The following screen is displayed:

Advanced Settings EH
B {General}) =
MET Framework Yersion ¥4.0
Enable 32-Bit Applications True
Managed Pipeline Mode Inkeqgrated
Marme MPEASFMNETS
Queue Length 4000
Start Automatically True
E CrPu
Lirnit ]
Limnit: Action Modckion
Limnit Inkerval (minutes) 0
Processar Affinity Enabled False —
Processar AFFinity Mask, 4794967295
El_Process Model
Identity LocalService
Idle Time-out {minutes) 20
Load User Profile False
Plaxirnm Worker Processes 1
Fing Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) an
Skartun Time Limit fesrnnds o hd
Mame
[mame] The application pool name is the unigue identifisr For the application poal,
(04 Cancel |
A

Figure 73

You can find the identity details under Process Model as highlighted in the above

screenshot.
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Appendix B — How to Export SSL Certificate in
Windows Server

The following procedure to export SSL certificates is applicable for Windows Server 2008, 2008
R2,2012,2012 R2, Windows 7, Windows 8 and Windows 8.1.

1. Click Start > Run and type inetmgr.

The IIS Manager opens.

Navigate to the level you want to manage.

In Features View, double-click Server Certificates.

Select a certificate and click Export from the Actions pane.

un & wN

In the Export Certificate dialog box, do the following:

a. Type afile name in the Export to box or click the browse button (...) to navigate
to the name of a file in which to store the certificate for exporting.

b. Type a password in the Password box if you want to associate a password with
the exported certificate.

c. Retype the password in the Confirm password box and then click OK.
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Appendix C — How to Verify If the PowerShell Feature

is Enabled or Installed

The following sections provide information about how to verify if the PowerShell feature is

enabled or installed on the machine.

For Windows 7, Windows 8 and Windows 8.1

1.

Page 54

Open Run prompt, type appwiz.cpl and click OK.

Type the name of a program, folder, docurment, or Internet
resource, and Windows will open it for you.

| wiz.cpl

Figure 74

The following screen is displayed:

L ﬂ » Control Panel » Programs » Programs and Features

Control Panel Home

View installed updates

Turn Windows features on or
off

Install a program from the
network

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize ~

Name

[857-Zip 465

[J= Adobe Acrabat X Pro - English, Francais, Deutsch
B8 Adobe AIR

|83 Adobe Captivate Quiz Results Analyzer
Adobe Captivate Reviewer

B 2dobe Community Help

B Adobe Flash Player 11 Plugin

P8 Adobe Reader X

(E Adobe Technical Communication Suite 3.5
&cam3

0 Cisco WebEx Meetings

! Connect to: for DocuShare

&) Connect to: for SharePoint

&) Connect to: for SharePoint Online

€ Connect to: for use with Salesforce

G' Geoogle Chrome
<

v G Search Programs and Features

Publisher

Igor Pavlov

Adobe Systems

Adobe Systems Incorporated
Adobe Systems Incorporated
Adobe Systems Incorporated

Adobe Systems Incorporated.

Adobe Systems Incorporated
Adobe Systems Incorporated
Adobe Systems Incorporated
Fuji Xerox

Cisco WebEx LLC

Fuji Xerox Australia

Fuji Xerox Australia Pty Ltd
Fuji Xerox Australia Pty Ltd
Fuji Xerox Australia Pty Ltd.
Google Inc.

Currently installed programs Total size: 13.4 GB

e
h.&' 26 programs installed

Figure 75
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71172013
10/12/2013
19/1172013
19/11/2013
19/1172013
191172013
71172013
71172013
4/12/2013
2170272014
4/04/2014
6/12/2013
20/02/2014
8/05/2014
26/03/2014
71172013




2. Click Turn Windows features on or off on the top left pane.

The Windows Features screen is displayed:

Turn Windows features on or off

Toturn a feature on, select its check box, To turn a feature off, clear its
check box, & filled box means that only part of the feature is turned on.

'l .MET Framework 3.5 (includes .NET 2.0 and 3.0)
[m] . MET Framework 4.5 Advanced Services
] . Active Directory Lightweight Directory Services
. Hyper-¥Y
. Internet Explorer 11
. Internet Information Services
. Internet Information Services Hostable Web Core
. Legacy Components
. Media Features
. Microsoft Message Clueue (MSMO) Server
. Metwork Projection
. Print and Document Services
. RAS Connection Manager Administration Kit (CRMAK)
. Remote Differential Compression AP| Support
. RIP Listener
. Services for NFS

OK | Cancel

Figure 76
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3.

Page 56

Scroll down the list of features and ensure that the Windows PowerShell (2.0) feature is
selected:

Turn Windows features on or off

Toturn a feature on, select its check box, To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[ ] . RIP Listener
] | Services for NFS
Simple Metwork Management Protocol (SMMP)

, Simple TCPIP services (i.e. echo, daytime etc)
. 5MBEB 1.0/CIF5 File Sharing Support
, Telnet Client
, Telnet Server
, TFTP Client
. Windows ldentity Foundation 3.5
, Windows Location Provider
il Windows PowerShell 2.0
; Windows Process Activation Service
, Windows TIFF IFilter
, Work Folders Client
, #P5 Services
| XPS Viewer

Figure 77
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For Windows Server 2008 and 2008 R2

1. Click Start, point to Administrative Tools and click Server Manager.

The following screen is displayed:

erver Manager

Eile  Action  View

Help

[H[=1 E3

&= ==

E

Eﬂ Features
8 Diagnostics

=5 Storage

3 server roles and Features,

~| Server Summary

#! Computer Information

Full Computer SridharZKERZ. LAE FrABACS. local
Marmne:

Domain: LAB. FXaBACS local

Local Area IPv4 address assigned by DHCF,
Connection 2! IPv6 enabled

Remote Desktop: Enabled

Server Manager Disabled

Remate

Management:

Product 10 Mot activated

¥ Do nat show me this console at logon

>

Security Information

Windows Firewall: Public: On

?“4 Last Refresh: Today ak 2:59 PM Configure refresh

E Server Summary Help

P activate Windows

1A Change System Properties
I:": Wiew Metwark Connections
‘e Canfigure Remote Desktop

__:éa Canfigure Server Manager Remate
Management

@ Go o Windows Firswall

. Caonfigure Updates

Server Manager {SRIDHARZKSRZ2)

ek an overview of the status of this server, perform kop management tasks, and add or remove

Figure 78
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2. Click Features on the left pane.

3.

Page 58

File  Action Wiew Help

= 'H

.
¥

_é Server Manager (SRIDHARZKSRZ)
5 Roles

B Diagnostics
it Corfiguration
=5 Storage

~ Features Summary

~ Features: 2 of 42 installed

Remote Server Administration Tools
Role Administration Tools
Print and Document Services Tools
‘web Server (I15) Tools
.MET Framework 3.5.1 Features
.MET Framework 3.5.1

£'% Last Refresh: Today at 3:00 PM  Confiqure refresh

E{} View the status of Features installed on this server and add or remove Features.
By

E Features Summary Help

A Add Features
tﬂ Remaove Features

Click Add Features.

Figure 79

The Add Features Wizard screen is displayed.

Add Features

=L

i %}\ Select Features

ard

Features
Confirmation
Progress

Resuls

Select one or more Features ko install on this server.

Features:

1 Features J
[] Background Intelligent Transfer Service (EITS)
’: BitLocker Drive Encryption
[[] BranchCache
|: Conneckion Manager Administration kit
[] Deskop Experience
|: DirectAccess Management Console
[ Failover Clustering
’: roup Policy Management
[ 1nk and Handwriting Services
’: Internet Printing Client
’: Internet Storage Mame Server
[] LPR Port Manitar
[] Message Queuing
[] multipath 1o
[] Network Load Balancing
[] Pesr Mame Resalution Protocal
] Guality Windows Audio ¥ideo Experience
|: Remote Assistance
[7] Remate Differantial Comoression

Description:

Microsoft \MET Framework 3.5.1
combines the power of the \MET
Framewark 2.0 APTs with new
technologies For building applications
that offer appealing user inkerfaces,
protect vour customers' personal
identity information, enable seamless
and secure communication, and
provide the ability to model a range of
business processes,

| of

More about Features

= Previous |

| Canicel I

[ext = | Install

Figure 80
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4. Scroll down the list of features and ensure that the Windows PowerShell Integrated
Scripting Environment (ISE) is selected (as shown in the following screenshot).

Add Features Wizard [ <] I

i Select Features
gl /]

Select one or mare features o install on this server,

Confirmation Eeatures: Descripkion:
" ‘windows Powershell Inteqrated
s LI simple TCP/IP Services ;I Scripting Environment (15E) enables
Resulks L] smre Server wou ta run interactive commands, and
] stmP Services edit and debug scripts in a graphical
[] storage Manager For Sals environment, The main features
[ subsystem for UNL-based Applications include.color-codz.ad syntax, .se\ectwe
] Telnet Client ext_ecutlonj graphical debugging,
Unicode suppart, and context-
[ Telnst Server sensitive Help, Windows PowerShel
] TFTP Client: 15E also includes the Out-Gridview
[] windows Biometric Framewark, crdlet, which sends the output of a
] Windows Internal Database command to an interackive table in a

separate windaw,

[] wwindows Process Activation Service
[] windows Server Backup Features
[] windows Server Migration Toals
|:| ‘windows System Resource Manager
[] windows TIFF IFilker
[] winkw 115 Extension
I:‘ WINS Server
] wireless LaN Service

[ ] #PS Viewer hd
4| | B

More about Features

= Previous | Mext = I Install Cancel

Figure 81

For Windows Server 2012 and 2012 R2

1. From Start page, click Server Manager.

The following screen is displayed:

= Server Manager == -

Manage  Tools

WELCOME TO SERVER MANAGER

B Local Server

i' All Servers

o Configure this local server

ii File and Storage Services [

o s QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW o 3

4 Create a server group

Hide

LEARN MORE
ROLES AND SERVER GROUPS

Roles:2 | Servergroups: 1 | Servers total: 1

Figure 82
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2. Click Add roles and features.

The following screen is displayed:

DESTINATION SERVER

Select installation ‘[ype Sridhar2K12R2 LAB FXABACS local

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . -
machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation

Server Selection X
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

install | [ Cancel

[ <Previous | [ Next> |

Figure 83

3. Click Next.

The following screen is displayed:

DESTINATION SERVER

Select destination server Sridhar2K12R2 LAB.FXABACS Jocal

Before You Segin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

) Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

Name IP Address Operating System

Sridhar. XAB... 192.168.30. Microsoft Wind

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| = Previous | | Next > | ‘ Install ‘ ‘ Cancel

Figure 84
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4. Click Features on the left side.

The following screen is displayed:

Select features

Before You Begin
Installation Typs
Server Selection

Server Roles

5. Scroll down the list of features and ensure that the Windows PowerShell feature is

selected.

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Select one or more features to install on the selected server.

Features

.NET Framework 4.5 Features (Installed)
O Background Intelligent Transfer Service (BITS)
[[1 BitLocker Drive Encryption

[] BitLocker Network Unlock

[ BranchCache

[ Client for NFS.

[ Data Center Bridging

[[] Direct Play

[] Enhanced Storage

[] Failover Clustering

[] Group Policy Management

[] IS Hostable Web Care

[ Ink and Handwriting Services

DESTINATION SERVER
Sridhar2K12R2.LAS FXABACS Jocal

Description

JNET Framework 3.5 combines the
power of the NET Framework 2.0
APIs with new technologies fer
building applicaticns that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Figure 85

Select one or more features to install on the selected server,

Features

[ Telnet Client

[] Telnet Server

[] TFTP Client

[®] User Interfaces and Infrastructure (2 of 3 installed)
[ Windows Biometric Framewark

[ Windows Feedback Forwarder

[ Windows Identity Foundation 3.5

[] Windows Internal Database

Windows Process Activation Service (Installed)
[] Windows Search Service

[ Windows Senver Backup

[[] Windows Server Migration Tools

[[] Windows Standards-Based Storage Management

M WAl e TIPT P

n | [»

DESTINATION SERVER
Sridhar2K12R2.LAB.FXABACS local

Description

Windows PowerShell enables you to
automate local and remote Windows
administration. This task-based
command-line shell and scripting
language is built on the

Microsoft NET Framework. It
includes hundreds of built-in
commands and lets you write and
distribute your own commands and
scripts.

| < Previous || Next > | | Install || Cancel

Figure 86
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Appendix D — How to Configure A User Account to
Have ‘Logon as a service’ Permission

To configure a user account to have Logon as a service permission:

1. Type secpol.mscin Run prompt and click OK.

Type the name of a program, folder, docurment, or Internet
resource, and Windows will open it for you,

cecpol.msc

Figure 87

The following screen is displayed:

File Action Yiew Help
e=|mEX= 3
& Security Settings Mame Description

4 Account Policies

[ Local Policies

1+ [ Windows Firewall with Advanced Sec
= Network List Manager Policies

[ Public Key Policies

1 ] Software Restriction Policies [l Public Key pol!(‘_ﬁ .
& [ Application Contral Policies ] software Restriction Policies

IS ‘g P Security Policies on Local Compute ﬁAppllcatloﬂ Control Policies Application Centrol Policies
b 7] Advanced Audit Policy Configuration .g IP Security Policies on Local Computer Internet Protocol Security {IPsec) Administratio...
["] Advanced Audit Policy Configuration Advanced Audit Policy Configuration

aAccount Policies Password and account lockout policies

"4 Local Policies Auditing, user rights and security options polici...
[ Windows Firewall with Advanced Security  Windows Firewall with Advanced Security

[ Metworlk List Manager Policies Metwork name, icen and location group policies.

Figure 88
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File Action ¥iew Help

L o | E = H &

é Security Settings
[ 3 Account Policies
Fl E Local Policies

i+ [ Audit Palicy

|# User Rights Assignment

1+ |4 Security Options

1 ] Windows Firewall with Advanced Seci
7 Metwork List Manager Policies

1 (] Public Key Policies
1> [ Seftware Restriction Policies
& [ Application Contral Policies

3 .g IP Security Policies on Local Compute
[ ] Advanced Audit Policy Configuration

Policy

L] Create global objects

1] Create permanent shared objects
1] Create symbalic links

1] Debug programs

1] Deny access to this computer from the network

;ﬂ Deny log on as a batch job
1] Deny log on as a service
,;:é Deny log on lecally

1] Deny log on through Remote Desktop Services
1] Enable computer and user accounts to be trusted for delega...

15 Force shutdown from a remote system
14:] Generate security audits

1] Impersonate a client after authentication
15 Increase a process working set

14 Increase scheduling priority

1| Load and unload device drivers

1 Lock pages in memory

I Log on as a batch job

Log on as a service

1 Manage auditing and security log

1] Modify an object label

1] Modify firmware environment values

[l Perfarm unlime maintenance taclke

Security Setting

LOCAL SERVICE NETWO...

Administrators
Administrators
visitor

Guests

FXABACS\ServiceAccou..

Administrators

LOCAL SERVICE,NETWO...
LOCAL SERVICE,NETWO..,
Users,Window Manager...

Administrators
Administrators

Administrators, Backup ...
NT SERVICEVALL SERVIC...

Administrators

Administrators
Adrninictratars

Figure 89
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2. Go to Security Settings > Local Policies > User Rights Assignment and then double-click
Log on as a service.
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The Log on as a service properties screen is displayed.

Local Securty Setting | Emlaq|

j Log on as a service

1S APPPOOLNET v2.0

15 APPPOOLNET v2.0 Classic

1S APPPOOLNET wd.5

1S APPPOOLNNET v4.5 Classic

15 APPPOOL \Classic .NET AppPoal
15 APPPOOL \Default AppPool

NT SERVICEMALL SERVICES

Bemove

Figure 90
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3. Click Add User or Group ....

The following screen is displayed:

Select this object type:
|Users. Service Accounts, Groups, or Built4in securty principals | | Object Types... |

From thig location:
|FX.FAEHESJncaI || Locations... |

Enter the object names to select (examples):

Check Mames

Figure 91

4. Type the desired user account name in the text box and click Check Names.

Select this object type:
|Users. Service Accounts, Groups, or Buittin securty principals | | Object Types... |

FErom this location:
FXABACS locl || Locations... |

Enter the object names to select (sxamples):
LOCAL SERVICE Check Names

Figure 92

5. Click OK.

Note: Ensure that that user account has NOT been added to the Deny log on
as a service policy.
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Appendix E — How to Assign db_owner Permission on
the Database of SQL Server

To assign db_ownerpermission to a user on the database of the SQL Server:

1. Type ssmsin Run prompt and click OK.

= Run g

=== Typethe name of a program, folder, document, orInternet
—_ resource, and Windows will open it for you,

Open: 5SS -

'@' This task will be created with administrative privileges.

QK Cancel ] ’ Browse...

Figure 93

The Connect to Serverscreen is displayed.

2. Type valid admin credentials to connect to the SQL Server and click Connect.

B

Microsoft

2 SQL Server2008r2
Server type: [Database Engine v]
Server name: {local) apeos -
Authentication: [SGI L Server Authentication - ]

Login: 53 -

Password:

Remember password
Lgunned i [ Cancel ] [ Help ] [ Options =»

Figure 94
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3. Navigate to Databases > Security > Logins and then click New Login....

o Microsoft UL Server Management Studio
File Edit View Debug Tools Window C
o NewQuery | [y | [ | & &l
Object Explorer - 4 X
Connect~ 43 41 ] ﬁ
= LB (localhapeos (SQL Server 10.501617 - sa)
[ Databases
= L Security
= Ej% _
& [ Mew Login... |hir
& o2 Filter »
Bl
tart Powershe
E . Start P Shell
& Fj Reports *
SN (
A N Refresh
fr) NT SERVICE\MSSQLSAPEQS
& sa
[ Server Roles
[ Credentials
[ Server Objects
[ Replication
[ Management
Figure 95
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The following screen is displayed:

ﬁ‘ Server Roles
ﬁ‘ User Mapping
# Securables

& Status

Connection

Server:
(local)apeos

Connection:
sa

_‘Qj View connection properties

Progress
Ready

B Login - New SR

Login name:;
@ Windows authentication

() SQL Server authentication

() Mapped to cetfficate
(7) Mapped to asymmetric key
[C] Map to Credential

fxabacs sridhar

Provider

Mapped Credentials Credertial
Default database: [master
[ edefaut>

Default language:

Figure 96

4. Type the desired domain or local user name with which the Mobile Print for Business
application is going to be installed in the Login name field in the previous screen.

5. Click Server Roles on the left pane.
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6. Select the public and sysadmin roles as displayed in the following screenshot and click

B Login - New [ == g
?E“;n:mml 6 serpt + (74 Help
ﬁ Server Roles
147 User Mapping Server role is used to grant server-wide security privileges to a user.
1% Securables
& Status
Server roles:
[T bulkadmin
[] dbereator
[7] diskadmin
["] processadmin
[¥] public
[T] securityadmin
[] serveradmin
[7] setupadmin
=]
Connection
Server:
(local)apeos
Connection:
sa
_‘!} View connection properties
Progress
Ready
ok | [ Cancel

Figure 97
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7. Select the desired option (<master> here) under the Users mapped to this login section,
and db_owner and public under the Database role membership for: <master> section
(as displayed in the following screenshot), and then click OK.

ﬂ Login - New E@g
P Ssow - Dy
g‘ Server Roles
Q" User Mapping Users mapped to this login:
g‘ gecumbles | master fxabacs'sridhar E]
& Status [ model
[} msdb
0 Report ServerSAPEQS
[} ReportServerSAPEOST...
[ tempdb
= . Database role membership for: master
nnechon
[] db_accessadmin
Server: ; db_backupoperator
(ocalj'apeos [ db_datareader
Connection: ; db_datawriter
sa [ db_ddladmin
db_d ataread
_!:ﬂ View connection properties % db:dmat:ir?terer
fdower
Progress [T db_securityadmin
[¥] public
Ready [C] RSExecRole
[ ok ][ Ccancel

Figure 98
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8. Navigate to Databases > Security > Logins and verify if the new user is added as a new
login.

4z Microsoft SQL Server Management Studio
File Edit View Debug Tocols Window C

_J];_New'l]_uerj,r |_T‘J Dﬁ Lﬁ ; ﬂ;
Ohbject Explorer > 4 X
Connect~ 43 41 (] j
= LB (lecalPapecs (0L Server 10.501617 - sa)
3 Databases
= [ Security
= [ Logins
&, #2MS_PolicyEventProcessingLogir
&, #2M5_PolicyTsqlExecutionLogin®
fr) BUILTINUsers
A FXABACS\nitinkumar
& NT AUTHORITY\METWORK SERVIC
A NT AUTHORITY\SYSTEM
fr) NT SERVICE\MSSQLSAPEQS
& sa
A
[ Server Roles
[ Credentials
[ Server Objects
[ Replication
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Appendix F — How to Add A User to the IIS_IUSRS
Group

1. Type secpolmscin Run prompt and click OK.

1 Run

===

= Type the name of a program, folder, docurnent, or Internet
= rescurce, and Windows will cpen it for you,
Open: compmgmt.mse -

'E' This task will be created with administrative privileges.

| QK | ’ Cancel

] ’ Browse...

Figure 100

The Computer Management screen is displayed.

2. Navigate to System Tools > Local Users and Groups > Groups on the left pane, right-
click IIS_IUSRS and click Properties.

Page 72

A Computer Management —

File Action View Help

&= | 2EXE = HE

A Computer Management (Local
4 [f} System Tools

) G) Task Scheduler

> @ Event Viewer

» aa| Shared Folders

4 ;-k Local Users and Groups

| Groups
[ \-J Hermrormance

Mame

k'ﬁdministrators
%»Backup Operators
%»Cr}rptographic Operat...
4 Distributed COM Users
e Event Log Readers

Description

Administrators have complete an...

Backup Operators can override se...
Members are authorized to perfor..,
Members are allowed to launch, a...
Mermbers of this group can read e...

+41IS_IUSRS

> B iilt-in araun used by Internet Inf...

=4 Device Manager o5 NerWoTk LonTrigu Frefd to Group... an havess...

4 l\g Storage :k«Performance Log All Tasks , 2y sche...
i=9 Disk Management %«Performance Mor an acces...

+ E4 Services and Applications delPower Users Delete for back...
.k'Remote Desktop Rename re grante...

k'RepIicator nadem..

Bl Users Properties makhg

M 501 Server20055Q Help ave the re...

501 ServerFDHost growpradve the re.,

501 ServerMSSQLServ...  Members in the group have the re..,

:k» 5QLServerMS5QLUser.. Members in the group have the re..,

:k« S5QLServerReportserve.. Members in the group have the re...

:k« 5QLServersQLAgentl... Members in the group have the re...

Guests have the same access as m..

Figure 101
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The following screen is displayed:

IIS_IUSRS Properties - — 2 [
General

@f IS_IUSRS

Description: Builtin group used by Intemet Information Services.
Members:
[ 9& 15 APPPOOL\Default AppPool (5-1-5-82-3006700770-424185615-1...
%‘5@ LServerRepon Serverlsers01HW4365585MSR510_B0.APEDS
[
N
i
N
|
Changes to a user's group membership
B emove are not effective until the next time the
user logs on.
| ok || Cancel Apply Help
Figure 102
3. Click Add....
The following screen is displayed:
g =1
Select Users, Computers, Service Accounts, or Groups @Iﬂ

Select this object type:

Izers, Service Accounts, or Groups Ohbject Types...

From this location:

FXABACS Jocal

Enter the object names to select (examples):

| Check Names

Figure 103
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4. Type the desired user account name in the text box and click Check Names.

Select this object type:
|Us&rs. Service Accounts, Groups, ar Built4n securty principals | | Object Types... |

From this location:
| FXABACS Jocal

Enter the object names to select (eamples):
LOCAL SERVICE

Figure 104

5. Click OK.
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